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What is Anchore?

I Continuous integration testing for containers

Figure 1: Anchore Diagram



Anchore Features

I Easily test for known vulnerabilities (CVEs)
I https://www.cvedetails.com/

I Define your own security policies
I Integrates with Kubernetes

I https://anchore.com/kubernetes/

https://www.cvedetails.com/
https://anchore.com/kubernetes/


Example CVE

Figure 2: CVE-2019-9918



Containers’ Implications for Security

I Devs can constrain containers to only that SW which is needed
to run their app

I Reduces the chance of a vulnerability arising since there is less
software to exploit

I Anchore can also be used to make sure certain
known-vulnerable libraries are excluded from your container

I Helps to ensure that the minimum set of software is also secure



Security with Anchore

I Container ensures available software is minimized
I Anchore ensures that software is audited for known

vulnerabilities.



Demo

I Anchore integration with Docker compose
I https://hub.docker.com/r/anchore/anchore-engine

Figure 3: Docker logo

docker
compose

Figure 4: Docker compose

https://hub.docker.com/r/anchore/anchore-engine

