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Executive Summary

FireEye Threat Intelligence assesses with high confidence that APT41 is a Chinese
state-sponsored espionage group that is also conducting financially motivated activity for
personal gain.

APT41 espionage operations against the healthcare, high-tech, and telecommunications
sectors include establishing and maintaining strategic access, and through mid-2015, the
theft of intellectual property.

The group's operations against higher education, travel services, and news/media firms
provide some indication that the group also tracks individuals and conducts surveillance.

FireEye Threat Intelligence assesses with high confidence that APT41 carries out an array
of financially motivated intrusions, particularly against the video game industry, including
stealing source code and digital certificates, virtual currency manipulation, and attempting
to deploy ransomware.

APT41 has executed multiple software supply chain compromises, gaining access to
software companies to inject malicious code into legitimate files before distributing updates.
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Overview

FireEye Threat Intelligence assesses with high confidence that APT41 is

a prolific cyber threat group that carries out Chinese state-sponsored
espionage activity in addition to financially motivated activity potentially
outside of state control. Activity traces back to 2012 when individual
members of APT41 conducted primarily financially motivated operations
focused on the video game industry before expanding into likely state-
sponsored activity. This is remarkable because explicit financially motivated
targeting is unusual among Chinese state-sponsored threat groups, and
evidence suggests these two motivations were balanced concurrently from
2014 onward.
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APT41is unique among tracked China-based actors in
that it leverages non-public malware typically reserved
for espionage operations in what appears to be activity
that falls outside the scope of state-sponsored missions.

Based on early observed activity, consistent behavior,
and APT41's unusual focus on the video game industry,
we believe the group's cyber crime activities are most
likely motivated by personal financial gain or hobbyist
interests.

This contrasts with the state-sponsored goals that likely
drive the group's healthcare, high-tech, and politically
related targeting.

« We believe that APT41 is highly sophisticated and
innovative. Its history of financially motivated targeting
of the video game industry has ultimately supported the
group's state-sponsored activity.

The group's distinct use of supply chain compromises to
target select individuals, consistent use of compromised
digital certificates, and deployment of bootkits (rare
among APT operators), highlight a creative and well-
resourced adversary.

Some of the early operations driven by personal gain
used techniques that would later be pivotal in executing
supply chain compromises.

Learning to access video game production environments
enabled APT41 to develop the tactics, techniques, and
procedures (TTPs) that were later leveraged against
software companies to inject malicious code into
software updates.

APT41 campaigns include most of the incidents previously
attributed in FireEye Threat Intelligence reporting to
GREF Team and a number of additional clusters that were
previously unnamed.
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Targeting

Like other Chinese espionage operators, APT41 targets
industries in a manner generally aligned with China's
Five-Year economic development plans. However, some
campaigns attributed to APT41 indicate that the group is
also deployed to gather intelligence ahead of imminent
events, such as mergers and acquisitions (M&A) and
political events. Directly targeted verticals include:

* Healthcare: including medical devices and diagnostics

* High-tech: including semiconductors, advanced
computer hardware, battery technology, and electric
vehicles

* Media: including news organizations
* Pharmaceuticals
* Retalil

* Software companies: which were compromised in
supply chain operations potentially affecting large
numbers of victims

* Telecoms
« Travel services
* Education

* Video games: including development studios,
distributors/publishers, and activities enabling supply
chain compromises

* Virtual currencies: including in-game currencies,
cryptocurrencies, and related services

APT41 has targeted organizations in 14 countries (and
Hong Kong) over seven years, including: France, India,
Italy, Japan, Myanmar, the Netherlands, Singapore, South
Korea, South Africa, Switzerland, Thailand, Turkey, the
United Kingdom, and the United States (Figure 1). APT41
espionage operations against entities in these countries
follow targeting of verticals consistent with Chinese
national policy priorities.
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Figure 1:

Countries and
industries targeted
directly by APT41.
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Operations Over Time

The duality of APT41's state-sponsored activity and its own cyber crime
operations is demonstrated in the group's simultaneous operations. Throughout
the group’s observable history, APT41 has consistently run its own financially
motivated campaigns concurrently with espionage operations. In contrast,
APT41 espionage targeting has changed significantly over time, suggesting
shifts in assigned missions or new contracts to complete. A breakdown of
industries targeted by APT41 over time can be found in Figure 2.

* We believe that like other Chinese espionage operators, APT41 has moved
toward strategic intelligence collection and establishing access, but away from
direct intellectual property theft. This shift, however, has not affected the group's
consistent interest in targeting the video game industry for financially motivated
reasons.

- We have not observed evidence of IP theft since late 2015.

- In 2014, APT41 was observed carrying out espionage campaigns
concurrently with financially motivated intrusions, demonstrating that they
could balance different objectives simultaneously.

« Espionage operations occurred while the group was still carrying out
financially motivated campaigns, including longer-term intrusions, which
typically extended for more than a year.

- In one instance, APT41 was attempting to steal data from a healthcare target
while also attempting to deploy ransomware at a video game studio.

« Compromising organizations in different sectors concurrently provides some
indication that they are fulfilling specific assigned tasks.

- Campaigns have expanded into additional industries including telecoms,
the automotive sector, higher education, and travel services.

- In 2015, we observed a time period in which eight organizations in six
different industries were compromised simultaneously.

* Since 2017, APT41's activities have included a series of supply chain
compromises. The operation injects malware into legitimate server software
packages used by hundreds of companies worldwide but limits deployment
of additional payloads to select targets.



SPECIAL REPORT | DOUBLE DRAGON: APT41, A DUAL ESPIONAGE AND CYBER CRIME OPERATION 9

Figure 2: Timeline
of industries
targeted by APT41.
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Cyber Espionage Activity

Observed APTA41 targeting is consistent with China’'s
national strategies to move production capabilities
upmarket into research and development (R&D)-heavy
fields. These initiatives were especially highlighted with
"Made in China 2025,” a plan announced in 2015 that aims
to shift China's economy toward higher value products
and services, including pharmaceuticals, semiconductors,
and other high-tech industries.

« We assess that the targeting of high-tech firms that
produce computer components aligns with Chinese
interests in domestically developing high-end
technologies as outlined in the 12th (2011) and 13th
(2016) Five-Year plans, as well as the Made in China
2025 (2015) initiative.

- Since 2013, APT41 has targeted organizations involved
in the research, development, and sale of computer
components used for machine-learning, autonomous
vehicles, medical imaging, and the consumer market.
The group also targeted companies involved in
producing motherboards, processors, and server
solutions for enterprises.

- In April 2013, the group targeted an enterprise
cloud-computing provider. Developing domestic
cloud-computing technologies was a goal in the 12th
Five-Year Plan.

- In a 2014 compromise, APT41 targeted a European
conglomerate and specifically focused on systems
physically located in China.

* The timing of multiple intrusions attributed to the group
indicate a focused interest in strategic business decisions,
including entry into the Chinese market, partnerships/
M&A, and expansion into other regional markets.

- In October 2017, an intrusion into a retailer targeted
strategic investment plans at the same time as the
firm was beginning to negotiate a partnership with a
Chinese company (although this potential deal was
not publicized).

- In spring 2015, APT41 targeted information related
to two entities undergoing a merger announced the
previous year. This included data related to a senior
executive, as well as payroll and communications
integration issues.

* Since 2017, APT41 has consistently targeted

telecommunications companies, possibly a crucial first
step to establish a foothold in targeting a particular region.

- Targeted telecom companies spanned several
countries, and recently identified intrusions were
concentrated in countries where we had not identified
any prior APT41 activity.

- APT41 has targeted large telecom companies and
their subsidiaries in various locations, demonstrating
consistent interest in obtaining access to these
targets.

- The group has also repeatedly targeted call record
information at telecom companies, supporting
indications of their wider intelligence collection efforts.

In addition to specifically targeting industries of
strategic value, we suggest that APT41 is also given
more tactical assignments, including reconnaissance and
identifying dissidents.

* A hotel was targeted two weeks ahead of a diplomatic

visit in which high-ranking Chinese officials stayed
there. Personal data within the reservations system was
directly accessed, suggesting the group was potentially
tasked to reconnoiter the facility.

We assess with moderate confidence that APT41
gathered intelligence on pro-democracy dissidents
in Hong Kong based on the targets and timing of
operations.

- In July and August 2016, APT41 sent spear-phishing
emails to Hong Kong media organizations known for
pro-democracy editorial content.

- The timing and targeting of this activity suggests
possible interest in the pro-democracy Umbrella
Movement candidates who were running for seats in
Hong Kong's legislative council.

- A spear-phishing email with the subject-line "help”
was later sent to one of the previously targeted
organizations in October 2017, coinciding with the
sentencing of pro-democracy Occupy activists. The
ruling placed a five-year ban on the activists from
holding public offices in Hong Kong.


https://www.uscc.gov/sites/default/files/Research/12th-FiveYearPlan_062811.pdf
https://www.uscc.gov/sites/default/files/Research/The%2013th%20Five-Year%20Plan_Final_2.14.17_Updated%20%28002%29.pdf
https://www.uschamber.com/sites/default/files/final_made_in_china_2025_report_full.pdf
https://www.theguardian.com/world/2016/sep/05/hong-kong-poll-pro-independence-activists-poised-to-win-seats-in-record-turnout
https://www.scmp.com/news/hong-kong/politics/article/2107216/occupy-activists-joshua-wong-and-nathan-law-jailed-hong-kong
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- This was the first instance we have observed of APT41
targeting pro-democracy groups in Hong Kong.

APTA41 frequently leverages timely news stories as the
lure content in their spear-phishing emails, although
social engineering content does not always correlate with
targeted users or organizations.

Figure 3:

* In 2015, APT41 targeted a Japanese media organization
with a lure document (Figure 3) titled “HH BUEIR SSAE(E
FEMERS)DFF,” which translates to "Prevention of
Middle East Respiratory Syndrome (MERS).” The fear of
respiratory infections and a potential pandemic provide
particularly effective lure material against targets in the
Asia-Pacific region that had first-hand experience with
prior SARS and avian flu outbreaks.

MERS-themed lure document leveraging sexyjapan.ddns.info for C&C (MD5: 5e87b09f9a3f1b728c9797560a38764b).
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CASE STUDY

Healthcare Sector Targeting

APTA41 activity aimed at medical device companies

and pharmaceuticals is demonstrative of the group’s
capacity to collect sensitive and highly valuable
intellectual property (IP), although we have not observed
evidence of IP theft since late 2015. The healthcare
sector was targeted in a manner that is highly specific
and most likely indicative of focused taskings from
sponsoring organizations with a stake in the healthcare
market. Targeted information included pharmaceutical
development, clinical trial data, and intelligence
regarding a medical subsidiary's parent company.
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The targeting of these organizations just ahead of the
release of products requiring a long R&D cycle can confer
a significant market advantage to a competitor. The
observed activities are indicative of ongoing efforts to
support China's own R&D efforts in support of Made in
China 2025.

- A keylogger dubbed GEARSHIFT was first deployed at
the medical device company. A digital certificate from
the victim was compromised and used to sign malware
used in an operation against a separate biotech
company detailed below.

* Between July 2014 and May 2016, APT41 targeted a

medical devices subsidiary of a large corporation.

- Although APT41 initially targeted the parent company,
30 percent of the victimized hosts were related to
a subsidiary specialized in manufacturing medical
devices. Password strings and spoofed domains
leveraged in the operation signify a narrow tasking
to target the subsidiary instead of the parent
corporation.

- We have some indication based on the nature of hosts
targeted that APT41 was interested in information
technology employees and software used by the
medical device subsidiary.

* A biotech company undergoing acquisition was
targeted by APT41in May 2015. Highly sensitive
information about corporate operations, including
human resources data, tax information, and acquisition-
related documents, were targeted.

- Clinical trials data of developed drugs, academic data,
and R&D funding-related documents were exfiltrated.

- The time frame, use of the same GEARSHIFT sample,
and a digital certificate from the aforementioned
medical device company provide some indication that
these two campaigns were conducted by the same
operator concurrently.

* In 2018, we observed APT41 target a third healthcare
company, although their goals during this compromise
were unclear.
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Financially Motivated Activity

Unlike other observed Chinese espionage operators, APT41 conducts explicit
financially motivated activity, which has included the use of tools that are
otherwise exclusively used in campaigns supporting state interests. The late-
night to early morning activity of APT41's financially motivated operations
suggests that the group primarily conducts these activities outside of their
normal day jobs. However, the group compiled malware for use in cyber crime
activity even during espionage-focused working hours.

« As demonstrated in Figure 4, operational times for APT41 espionage
operations over all observed activity are relatively close to Chinese work hours
(in UTC +8, China's time zone).

* In contrast, the group's financially motivated activity targeting the video game
industry tends to occur much later in the night.

Operational times at gaming targets are most frequent between 18:00 and
07:00 (UTC +8), providing some indication that the group is moonlighting. Note
that this is based on data collected over years and does not represent a daily
schedule.

* The typical working hours in China for tech workers is a "996" work schedule
(9:00 a.m. to 9:00 p.m,, six days a week), which is consistent with APT41's
operational activity observed over time.

* Operational times at targets not related to video games (and therefore, almost
certainly in support of state-sanctioned missions) are more frequent between
14:00 and 22:00 (China Standard Time (CST), UTC +8), closer to conventional
working hours (Figure 4).

* Analysis of compile times for all portable executable (PE) files suggests that
APT41's average working hours fall between 10:00 to 23:00 (UTC +8),
highlighting that the financially motivated activity is most likely extraneous
to their espionage operations.

« Compile times for samples used in suspected financial gain missions are skewed
toward later in the evening, roughly 19:00 to 00:00 (UTC +8). However, there
is significant overlap with the compile times of PE files deployed at espionage
targets between 15:00 to 19:00 (UTC +8).


https://www.nytimes.com/2019/04/29/technology/china-996-jack-ma.html
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Figure 4:

Operational
activity for gaming
versus non-
gaming-related
targeting based
on observed
operations since
2012.

essssse Operational Times at
Gaming Targets

Operational Times at
Non-Gaming Targets

APT41 Operational Times UTC +8

The group has also targeted cryptocurrencies, including at
least one case in which there was a connection between
cryptocurrency and an online video gaming platform.

* In June 2018, APT41 sent spear-phishing emails using an
invitation lure to join a decentralized gaming platform
linked to a cryptocurrency service (Figure 5) that had
positioned itself as a medium of exchange for online
games and gambling sites. The malicious emails were
sent from an email address listed with the name Tom

9 10 M 12 13 14 15 16 17 18 19 20 21 22 23

Giardino, which is likely a reference to an employee at
Valve, an American video game developer responsible
for the software distribution platform Steam and

various video games. The body of the email (Figure 6)
also mentions gaming offerings. This provides another
connection between the targeting of the cryptocurrency
organizations and video game targeting.

In October 2018, the group compiled an instance
of XMRig, a Monero cryptocurrency mining tool,
demonstrating a continued interest in cryptocurrency.
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Figure 5:

Screenshot of
invitation to join
the FairWin online
gaming platform.

Figure 6:

English translation
of invitation to join
the FairWin online
gaming platform.
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Fairwin.chm.xz

From: Tom Giardino <hrsimon59@gmail.com>
Date: <redacted>
Subject: Project (FairWin) online application!

Project Introduction:
FairWin is a decentralized online gaming platform.

Be sure to win fairness because our special FairChannel guarantees accurate RTP rates.

The system is based on a blockchain, which means that the gameplay process is open. The
payment of the bonus is automatic. Not dependent on the organizer. In addition to this, we
also offer fun generous games with fascinating graphics. It can be run on any device and any

browser so that all players can enjoy these experiences.
Please refer to the attachment for other details!
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CASE STUDY

Video Game Industry Targeting

APT41 continuously returns to targeting the video game
sector and seems to have matured its campaigns through
lessons learned in operations against the industry. We
believe these operations include broadly malicious
activity that can enable further operations, such as
targeting game source code and compromising digital
certificates, while other activities are explicitly financially
motivated, such as abusing in-game currency mechanics.
APT41 campaigns focused on the video game sector
have largely affected studios and distributors in East and
Southeast Asia, although global companies based in the
United States have also been targeted.



The group leverages many TTPs during the targeting
of video game-related organizations, which are likewise
employed in their espionage operations.

¢ Since at least 2012, APT41 has repeatedly gained access

to game development environments within affected
companies, including online multiplayer networks, as
well as targeting of production database administrators.

- The group is competent in both Linux and Windows
environments and can pivot easily between
both environments within a single operation,
including compromising intermediary servers that
provide access to separated Windows and Linux
environments.

- In October 2012, APT41 used captured credentials to
compromise a jump server and access a production
environment where they deployed a Linux version of
PHOTO. Based on the machines targeted, we have
some indication that APT41 specifically sought to
access production machines used in the development
of an upcoming online game.

- In 2014, APT41 used a variant of SOGU that is capable
of connecting to Windows and Linux systems via SSH
and Samba/CIFS.

- APT41 has been observed inserting malicious code
into legitimate video game files to distribute malware.
In 2018, the group inserted CRACKSHOT malware into
game files that were signed with legitimate code-
signing certificates, most likely indicating access
to the production environment, which facilitated a
supply chain compromise.

= A highly similar incident in 2014 suggests that
APT41 (or a closely affiliated actor) has a history
of carrying out such operations against the video
game industry.

- APT41's experience gaining access to production
environments may have been a precursor to more
recent supply chain compromises. The insertion of
malware into a build environment for later distribution
with legitimate software is a natural extension of
the group's earliest activities. Additional details are
provided in the section "History of Supply Chain
Compromises.”

* We have also observed APT41 limitedly deploy rootkits
on Linux systems and Master Boot Record (MBR)
bootkits, such as ROCKBOOT, on Windows systems to
hide their malware and maintain persistence on victim
systems. Selective deployment of ROCKBOOT suggests
that APT41 reserves more advanced TTPs and malware
only for high-value targets.

- Bootkits are a stealthy means of installing malware
because the code resides outside of the OS. Because
bootkits are initialized prior to the OS and operate in
kernel mode, OS applications and security tools may
have great difficulty detecting bootkits.

- The use of bootkits among threat actors, however,
is rare. It is more common for threat actors to rely
on technigues such as DLL search order hijacking
or modifying Windows registry keys to achieve
persistence.

- The group used the Adore-NG rootkit on older Linux
operating systems to hide their Linux backdoor
ADORE.XSEC. Note that the Adore-ng rootkit is
no longer in development and would likely not run
successfully on modern Linux systems, but APT41
deployed this on a legacy game server.

APT41 is well-known for leveraging compromised digital
certificates from video game studios to sign malware. The
group has abused at least 19 different certificates in this
way. Additional details on code-signing certificates are
provided in the section "Use of Code Signing Certificates.”

* In 2012, APT41 used a code-signing certificate from
Mgame, a South Korean game publisher, against other
gaming industry entities. The serial number for this
certificate was:

01:00:00:00:00:01:30:73:85:f7:02
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* A different Mgame digital certificate has been used
by several other Chinese operators, including APT17,
APT20, and APT31. It is unclear if this certificate
was compromised at the same time as the one used
by APT41 (or if it was stolen by APT41 and shared
with these other groups). The serial number for this
certificate was:

4e:eb:08:05:55:f1:ab:f7:09:bb:a9:ca:e3:2f:13:cd

APT41 has blatantly engaged in financially motivated
activity targeting the video game industry, including
manipulating virtual currencies. These activities
demonstrate established connections to underground
marketplaces and familiarity with monetization and
laundering techniques.

» Using its access to a game production environment, in
less than three hours the group generated tens of millions
of dollars of a popular game's virtual currency. The
money was credited to more than 1,000 accounts and
most likely sold and laundered in underground markets.

* APT41 has targeted payment services specializing in
handling in-game transactions and real money transfer
(RMT) purchases.

* In a highly unusual case, APT41 attempted to extort
a game company by deploying the Encryptor RaaS

ransomware. We suggest that APT41 sought to target
in-game currency but found they could not monetize
the specific targeted game, so the group resorted to
ransomware to attempt to salvage their efforts and
profit from the compromise.

This ransomware was sold via a Ransomware-as-

a-Service (RaaS) operation that was available via a
Tor (.onion) website. Users of the ransomware were
charged a 20 percent fee for any collected ransom.

Since this was not the group's typical method

of choice for collecting money from a victim
environment, it is possible that APT41 turned to a pay-
for-service ransomware to avoid having to develop
such a tool or set up the associated payment and
infrastructure associated with collecting the ransom.

APT41 attempted to deploy the ransomware through
a group policy (GPO) scheduled task. However, the
malware was unsuccessfully deployed because of a
simple typo.

Figure 7 shows the ransom note associated with
Encryptor RaaS, which contains default messages in
both English and German (the instruction links have
been redacted). Given that this is the default message,
the languages in the note should not be considered
when determining actor origin or location.

- ATTENTION!
Figure 7: The files on your computer have been securely encrypted.
Screenshot of To get access to your files again, follow the instructions at:

ereemereree

ACHTUNG!

Die Dateien auf Ihrem Computer wurden ischer verschluesselt.
Um den zugriff auf Ihre Dateien wiederzuerlangen, folgen Sie der Anleitung auf:
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Third-Party Access

In multiple instances, APT41 targeted third parties and leveraged this access to
target additional victims. APT41's exploitation of third parties varied. In some
instances, APT41 moved laterally from one victim environment to another in
order to initiate compromise. APT41 has also used credentials compromised in
previous operations.

= In 2014, APT41 compromised an online billing/payment service using VPN
access between a third-party service provider and the targeted payment
service. The payment service was likely targeted because it provided access
to multiple gaming companies.

* Although we do not have first-hand evidence of APT41's compromise of
TeamViewer, we have observed APT41 use compromised TeamViewer
credentials as an entry point at multiple organizations.

- During a 2017 compromise, APT41 initiated a TeamViewer session and
transferred files that were later deleted. Filenames and creation times
indicate that these may have been the HIGHNOON backdoor.

- According to statements by a TeamViewer's spokesperson, the company
was targeted in fall 2016. The company stated that they conducted a
comprehensive security audit of its IT architecture and added additional
security measures to help strengthen its security posture.



https://securityaffairs.co/wordpress/85733/hacking/teamviewer-2016-hack.html
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History of Supply Chain
Compromises

Supply chain compromises are most likely an extension
of APT41's tactics used in gaining access to gaming
development environments and to other gaming
organizations via third-party service providers. Public

reports of supply chain compromises linked to APT41 date to

back to at least 2014, and technical evidence associated
with these incidents was used to determine a relationship,
if any, with APT41. Our assessment in each of these cases

is noted in Table 1.

* As demonstrated in operations targeting the video
game industry, APT41 leverages a variety of TTPs to
access production environments where they can inject
malicious code into legitimate files. The files are signed
with valid code-signing certificates and distributed

widely to end users.

* Supply chain targeting requires more effort than
typically observed mass targeting methods, such as
establishing a strategic web compromise (SWC) or
conducting large spear-phishing campaigns.

Table 1. Supply chain compromises.

Although APT41 supply chain compromises affect very
large numbers of victims, the group limits follow-on
activity to select victims most likely to reduce detection
and ensure any additional malware is delivered only

intended victims. Counterintuitively, supply chain

operations add an additional layer of obscurity to the
group's operations because it is difficult to pinpoint the
desired target set.

In a June 2018 supply chain compromise, APT41
leveraged MAC addresses and C:\ drive volume serial
numbers to identify specifically targeted victims for
follow-on activity. This significantly obfuscates the
targeted sector or victim set; in a typical spear-phishing
campaign, for example, desired targeting can be
discerned based on recipients’ email addresses.

Date Compromised Entities FireEye Attribution Assessment
Online games distributed by a Southeast
Asian video game distributor
December 2014 » Path of Exile Possibly APT41 or a close affiliate
* League of Legends
« FIFA Online 3
March 2017 CCleaner Utility Unconfirmed APT41
July 2017 Netsarang software packages (aka ShadowPad) Confirmed APT41

June 2018 - November 2018

July 2018

ASUS Live Update utility (aka ShadowHammer)

Southeast Asian video game distributor
Infestation
PointBlank

Stage 1 unconfirmed APT41
Reported Stage 2 confirmed APT41

Confirmed APT41
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December 2014

In December 2014, installers for three online games
published by a Southeast Asian video game distributor
were injected with the SOGU backdoor. The installer for
these popular games was replaced by a malicious file
that dropped the SOGU backdoor along with the normal
game installer.

* The video game distributor operates servers in East
and Southeast Asia for some of the most popular
online games, including the three games that were
compromised: Path of Exile, League of Legends, and
FIFA Online 3 (Table 2).

We have observed many similarities between TTPs
involved in this compromise and APT41, including:

* Targeting the same victim organization 31 days apart

» Use of code-signing certificates from the same video
game-related issuer organizations

Table 2. 2014 compromised games.

* Use of the same malware families (HIGHNOON.BIN,
HIGHNOON.LITE, EASYNIGHT, FRONTWHEEL)

* Use of HIGHNOON.BIN samples with the same
compile times

* Overlap in domain resolution to the same IP netblock
(61.38.186.0/24) during the same time frame in 2012

* Video game-related supply chain targeting

Despite these compelling overlaps, the actors responsible
for this compromise leverage additional unique tools not
observed with APT41 or any other Chinese espionage
group, suggesting that they are either part of APT41 and
maintain their own toolset, or a close affiliate of APT41 that
shares both tools and taskings.

Game File MD5 Malware C&C

Path of Exile 72499e9734ea73e1593cf75c3b26cef0 SOGU gs4.playdr2.tw
League of Legends 645925ca66990f8504d9632f7c7b3aeb SOGU gs4.playdr2.tw
FIFA Online 3 1b135f38c68cabl5ef47dfbcbb7ab7b9 SOGU gs4.playdr2.tw
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March 2017

In March 2017, suspected Chinese espionage operators
targeted CCleaner, a utility that assists in the removal of
unwanted files from a computer. According to the parent
company, Avast, the infected CCleaner was downloaded
by 2.27 million customers. While we have identified some
overlaps between the CCleaner activity and APT41, we do
not have enough information to attribute the CCleaner
compromise to APT41 at this time.

* Both APT41 and the actors in the CCleaner incident
used TeamViewer during initial compromise. According
to Avast, the actors used TeamViewer to compromise a
developer workstation and used VBScript (x64.vbs) to
drop a malicious payload.

e The compromised CCleaner update (which we call
DIRTCLEANER) is believed to download a second-stage
loader (MD5: 748aa5fcfa2af451c76039faf6a8684d) that
contains a 32-bit and 64-bit COLDJAVA DLL payload.
The COLDJAVA payload contains shellcode that loads a
variant of BLACKCOFFEE (Figure 8).

- While COLDJAVA has been used by APT41,
BLACKCOFFEE has been used by other Chinese
cyber espionage groups, including APT17 and APT40.
It is possible that COLDJAVA may also be shared
between distinct cyber espionage operators.

* Malware samples identified in the CCleaner incident
included notable shared design decisions observed in
APT41 malware, including the use of domain generation

Figure 8: Malware
downloaded by
DIRTCLEANER.

— D — (B

(R
DIRTCLEANER COLDJAVA BLACKCOFFEE

algorithms (DGA) for C&C, use of dead drop resolvers
(DDR), and use of shellcode as primary payloads.
However, FireEye malware analysis of the compromised
CCleaner samples and associated COLDJAVA samples
did not reveal shared code with the POISONPLUG and
POISONPLUG.SHADOW malware samples used in
similar supply chain incidents by APT41.

- DIRTCLEANER uses DGA to generate new C&C
domains each month. This is similar to first-stage
malware used in the Netsarang compromise described
below.

- The BLACKCOFFEE sample reaches out to actor-
controlled profiles hosted on legitimate websites to
retrieve encoded commands for C&C, a technique
known as DDR. The malware parses the content of
the websites (listed in Table 3), looking for 12 bytes
contained between the tags: "BSMl1crOSOft" and
"SBMlcrOSoft.” APT41 POISONPLUG samples have
also used DDR for C&C.

- The POISONPLUG and POISONPLUG.SHADOW
samples in similar supply chain incidents use a
shellcode format that resembles PE files, while the
BLACKCOFFEE backdoor that was delivered in the
CCleaner compromise uses a traditional PIC blob.
Additionally, there is apparent code reuse between
observed POISONPLUG and POISONPLUG samples
not observed in the CCleaner samples.

Table 3. BLACKCOFFEE DDR websites.

File MD5 Legitimate DDR Websites Used for C&C
https://github.com/search?g=joinlur

3ca2al3f646690481 &type=Users&utf8=%E2%9C%93

dc15d78bac6d829 https://en.search.wordpress.com/

?src=organic&q=keepost


https://blog.avast.com/update-ccleaner-attackers-entered-via-teamviewer
https://www.fireeye.com/blog/threat-research/2015/05/hiding_in_plain_sigh.html
https://www2.fireeye.com/rs/fireye/images/APT17_Report.pdf
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July 2017

In July 2017, APT41 injected malicious code into a software - Alternatively, it is also possible that APT41 injected
update package maintained by Netsarang and signed it malicious code into the package prior to compilation,
with a legitimate Netsarang certificate in an operation circumventing the need to steal the code-signing
referred to as "ShadowPad"” by Kaspersky. The software certificate and compile it on their own.

package is reportedly used by hundreds of companies
worldwide.

* The first stage of the malware uses DGA, which changes
its C&C servers monthly. The use of shifting network

« We observed numerous opportunistic infections infrastructure is most likely intended to add operational

associated with POISONPLUG.SHADOW spanning 13
countries and a variety of industries, demonstrating the
broad impact of this operation. However, we have not
observed the associated second-stage at any victim
organizations. Open-source reporting indicated one
victim was identified in Hong Kong.

* Signing the malicious update with a legitimate
NetSarang certificate is consistent with APT41's pattern
of using legitimate certificates. In this case, all updates
were required to be signed by Netsarang, which means

robustness and to reduce detection.

The second-stage shellcode is initialized only after it

is activated using a decryption key retrieved from the
first-stage DNS communications. This likely allows
APT41 to selectively activate the payload on specific
victim systems. The second-stage payload contains the
default C&C server, notped.com, which overlaps with
other APT41 C&C infrastructure. Other reported APT41
domains that may also be related to the second-stage
payload can be found in Table 4.

APT41 had to use the code-signing certificate to subvert
the update mechanism.

Table 4. Reported APT41 domains associated with POISONPLUG.SHADOW.

Domain Associated Malware Family
notped.com POISONPLUG.SHADOW
dnsgogle.com SOGU

operatingbox.com POISONPLUG

paniesx.com Unknown

techniciantext.com Unknown


https://securelist.com/shadowpad-in-corporate-networks/81432/
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June 2018

In June 2018, a utility used to update ASUS

computers was compromised in an operation dubbed
"ShadowHammer” by Kaspersky. Open-source
reporting indicated that more than 50,000 systems
installed the malicious update, yet the malware was
only designed to execute and retrieve second-stage
malware on a designated list of approximately 600
systems, demonstrating this was a targeted campaign.
Public reporting on the incident noted that many of the
targeted MAC addresses were associated with wireless
adapters from various vendors, partially indicating the
operation’s targeting strategy.

* Although we have limited visibility into the intended
targets of this operation, we observed one of the
whitelisted MAC addresses on a system at a telecom
company.

* Kaspersky's analysis of the infected machines revealed
that a POISONPLUG backdoor was installed as a result
of the malicious update. While we have been unable to
attribute the DAYJOB malware used in the incident to
APT41 due to an inability to independently confirm this

sequence of events, we confirm the reported stage-
two POISONPLUG backdoor is attributed to APT41,
contained several gaming references, and was likely
used to target the gaming industry.

The POISONPLUG sample (MD5:
37e100dd8b2ad8b301b130c2bca3flea) attempts to
connect to a Google document that was created under
the same name and email address (Tom Giardino and
hrsimon59@gmail.com) that was used to target the
cryptocurrency organization. It also attempts to connect
to a Steam community page (Table 5).

The POISONPLUG payload uses DDR and parses the
Google document for a C&C command. The Steam
community page is likely used as a fallback mechanism.

FireEye malware analysis of the POISONPLUG sample
indicates the malware is likely designed to run only
one system with a C: drive volume serial number of
Oxc25cff4c.

Additional POISONPLUG samples located in Table 6 also
leverage Google Document and Steam Community Pages
for C&C.

Table 5. "'ShadowHammer" stage-two POISONPLUG sample.

File MD5 C&C Domain

https://docs.google.com/document/d/1iQwnF3ibWPZ6-95VHrRAPrL6u_UT_K7X-rQrB7xt95k
https://steamcommunity.com/id/oswal053

37e100dd8b2ad8b301b130c2bca3flea

Table 6. POISONPLUG samples leveraging dead drop resolving.

File MD5 C&C Domain

557ff68798c71652db8a85596a4bab72

ff8d92dfbcda572ef97c142017eec658

https://docs.google.com/document/d/1KJ_RJIRtkKhcuJjXOCKtEOLuwH3sRi72PUhtfukncyRc
https://docs.google.com/document/d/1TkTC3fHUVEBsBurZIGw7Kf5YsPjblpahllFksRDCuTo

https://steamcommunity.com/id/119887132

b0877494d36fab1f9f4219c3defbfbl9

ffd0f34739c1568797891b9961111464

https://docs.google.com/document/d/1iQwnF3ibWPZ6-95VHrRAPrL6u_UT_K7X-rQrB7xt95k
https://docs.google.com/document/d/11ICySd5ZNGj9Jz8pigZsuv8lciusYKqOgORpe2EOzgmU

https://steamcommunity.com/id/869406565


https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/
https://www.kaspersky.com/blog/shadow-hammer-teaser/26149/
https://www.zdnet.com/article/researchers-publish-list-of-mac-addresses-targeted-in-asus-hack/
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July 2018

Beginning in July 2018, APT41 appeared to have directly
targeted several East and Southeast Asia-based video
game developers and distributors to inject legitimate
executables with the CRACKSHOT backdoor.

» Like other high-profile supply chain compromises
attributed to APT41, these incidents included the
incorporation of malicious code into legitimate
executables and the signing of these files using
legitimate digital certificates from the same
compromised organization.

* APT41 used a C&C domain that masquerades as

Xigncode, bugcheck.xigncodeservice.com, in the
compromise of the video game PointBlank. Ironically,
Xigncode is a service intended to prevent hacking and
cheating in online games.

We attribute these compromises (also reported by both
ESET and Kaspersky) to APT41 based on the unique
use of the CRACKSHOT backdoor and tactics consistent
with APT41 operations. A list of related indicators is in
Table 7.

Table 7. Video games industry targeting in July 2018.

Targeted Game / Platform

MD5 Hashes

Malware C&C Domain

Southeast Asian video game platform

Infestation game

04fb0ccf3ef309b1cd587f609ab0e8le
fcfab508663d9ce519b51f767e902806

CRACKSHOT
CRACKSHOT

gxxservice.com

infestexe.com

0b2e07205245697a749e422238f9f785

PointBlank game

272537bbd2a8e2a2c3938dc31f0d2461

CRACKSHOT xigncodeservice.com

dd79219185860e1464b4346254b2101b


https://www.welivesecurity.com/2019/03/11/gaming-industry-scope-attackers-asia/
https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/
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Overlaps Between Espionage
and Financial Operations

Identified overlaps across various incidents attributed

to APT41 demonstrate the group’s dual nature. Figure

9 and Figure 10 illustrate crossover between espionage
and financially motivated activity, as well as technical
similarities in tools used across both types of operations.

Figure 9:

Email overlaps
between
espionage and
financial activity.

The email address hrsimon59@gmail.com was used to
send spear-phishing emails to a Taiwanese newspaper
with the subject lure "l have a little surprise for you )" in
an espionage campaign in August 2016 (Figure 9).

The same email address was later used to target a
cryptocurrency exchange in June 2018, demonstrating
email reuse between espionage operations and
financially motivated activity.

- The lure used to target the cryptocurrency exchange
(displayed in Figure 5 and translated in Figure 6)
referenced an online gaming platform, tying the
cryptocurrency targeting to APT41's focus on video
game-related targeting.

- As depicted in Figure 10, hrsimon59@gmail.
com was used to create a Google document
being used as a POISONPLUG (MD5:
37e100dd8b2ad8b301b130c2bca3flea) C&C. As
previously mentioned, this sample also connected
to a Steam page.

hrsimon59@gmail.com

Cyber Espionage

Phishing email to Taiwanese newspaper
Subject: | have a little surprise for you :)

ATTACHMENT
Documents.7z
8c6eceae2eea92deb6f7632f949293f0

Probable Financial Motivation

Phishing email to European
bitcoin exchange
Subject: BT E (FairWin) E£HiE!
Invitation to join a decentralized
gambling platform

ATTACHMENT
FairWin.chm
223e4cc4cf5ce049f300671697a17a01
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Figure 10:

Malware
overlaps across
supply chain
compromises.
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- seg000:00010246

Figure 11: seg000:00010249

POISONPLUG seg000:0001024cC

API hashing (MDS5: seg000:0001024F
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« FireEye malware analysis identified source code overlaps
between malware used by APT41in May 2016 targeting

of a U.S.-based game development studio and the

malware observed in supply chain compromises in 2017

and 2018.

- In May 2016, APT41 deployed a POISONPLUG
sample at a U.S.-based game development studio.
The stage-one loader for this sample (MD5:

830a09ffO5eac9a5f42897ba5176a36a) shares code
overlaps with the stage-one shellcode loader (MD5:
ab6c7db170bc7adee2cdb192247b59¢cd6) used in the
Netsarang compromise, first reported by Kaspersky
as ShadowPad. These connections, illustrated in
Figure 10, led us to identify the malware used in the
Netsarang incident as a variant of POISONPLUG
(therefore: POISONPLUG.SHADOW).

The POISONPLUG and POISONPLUG.SHADOW
variants share the observed commonalities:

= The entrypoint functions for both loaders use the
same instructions, constants, and structures to pass
control to loading routines.

= The layout of functions and data within the
loaders are the same; for example, following the
entrypoint, both loaders contain an unusual region
of structured data Ox60 bytes long.

movzx edi, byte ptr [eax]
ror esi, 8
or edi, 20h
add esi, edi
add eax, 2
xor esi, 7C35D9A3H
cmp [eax], dx
jnz short loc_10246
cmp esi, OFD5B1261h
movzx ecx, byte ptr [esil]
mov eax, [ebp-0ch]
ror eax, 8
or ecx, 20h
add eax, ecx
xor eax, 7C35D9A3H
add esi, 2
mov [ebp-0ch], eax
cmp [esi], di
jnz short loc_F557
cmp eax, OFD5B1261h

= Both loaders use the same API hashing algorithm
to resolve routines from system libraries (Figure
11 and Figure 12). The routine uses byte-wise
operations to compute a hash, including byte-wise
rotate-right by eight bits, byte-wise binary, OR
with Ox20, and byte-wise XOR using the four-byte
key Ox7C35D9A3. Using this routine, the hash for
kernel32.dll, a common DLL provided by Microsoft
Windows, is OxFD5B1261.

FireEye analysis of a separate POISONPLUG payload
(MD5: c8403fabda4d036a55d0353520e765c9)
compiled in July 2017 and the POISONPLUG.
SHADOW stage-two shellcode loader (MD5:
72584d6b7dd10c82d91185670b548b2b1) identified
multiple additional plug-in similarities.
- Core plug-in IDs between the samples are the same,
including 100, 101, 102, 103, 104, and 201.

- Core plug-in names are the same including Plugins,
Online, Config, Install, and HTTP.

- C&C plug-in IDs and names between both samples
are the same, including 200/TCP, 201/HTTP, 202/UDP,
203/DNS, 204/HTTPS, and 205/SSL.

- Both samples parse the C&C response by searching
for "$" characters and decoding the result.

29



30 SPECIAL REPORT | DOUBLE DRAGON: APT41, A DUAL ESPIONAGE AND CYBER CRIME OPERATION

Attribution

We assess with high confidence that APT41 is attributable
to Chinese individuals who are working on behalf of the
Chinese state in conducting cyber espionage operations,
and that these actors are also running financially
motivated campaigns for personal gain.

Two identified personas using the monikers "Zhang
Xuguang” and "Wolfzhi" linked to APT41's operations
have also been identified in Chinese-language forums.
Attribution to these individuals is backed by identified
persona information, the previous work of these
individuals, their apparent expertise in programming skills,
and their targeting of Chinese market-specific games.

It is uncertain how many other individuals may also be
associated with APT41.

* Multiple domains leveraged by early APT41 activity
were registered by emails and names associated with
both Zhang Xuguang and Wolfzhi (or their alternative
monikers). Registrant information also included
references to Beijing and Chinese phone numbers (+86
country code).

Zhang Xuguang (3KB#) registered more than a dozen
domains masquerading as video games or companies

with trusted relationships with video game developers/
distributors. Long-running activity provides a catalog of
Zhang's efforts to improve his skills and expertise over time.

» Additional names include: kbkxlp, akbkxlp, injuriesa,
ravinder10, Addison Lau, and addison jack
* Associated email addresses:
- akbklxp@126.com
- akbklxp@163.com
- hackershby@126.com
- injuriesa@126.com
- injuriesa@l163.com
- injuriesa@gmail.com

- injuriesa@hotmail.com

- injuriesa@aqgg.com

- kbklxp@126.com

- ravinder1O@126.com

- ravinderlO@hotmail.com
- ravinderlO@sohu.com

* Examples of domains registered to known aliases (some
of these may have since been re-registered legitimately):

- "Addison Lau"
= agegamepay.com
* ageofwuxia.com
= ageofwuxia.info
= ageofwuxia.net
= ageofwuxia.org
= gamewushu.com
= microsOff.com
= microsOtf.com
= serverbye.com
- "addison jack"
= byeserver.com
In 2005, Zhang posted personal information on “4¢EE
Z[EBE” (Chinese Hackers Alliance), a popular Chinese
online forum, that listed his date of birth as 1989, that he
previously lived in Inner Mongolia, and that he specialized
in script hacking (Figure 13). Zhang's profile indicated

he was 16, going on 17, and he was applying to be the
administrator of a script hacking forum.

* Spoofed domains most likely targeted players of games
such as "Age of Wuxia," a massively multiplayer online
role-playing game (MMORPG) themed on cultural
references to dynastic China. Zhang Xugang's interest
in these games is also apparent in his registration and
posting on a forum dedicated to the Age of Wuxia
(Figure 14).



Figure 13:

Screenshot of
Zhang's profile,
with "Zhang
Xuguang”
highlighted in
orange.

Figure 14:

Zhang posting
to Age of Wuxia
forum, with his
alias "injuriesa”
highlighted in
yellow.
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Wolfzhi is linked to a 2017 profile on a data science
community page, which indicated that he had 10 years
working experience at the time of the posting, with
significant experience in Oracle and Python. Other
documents linked to his email accounts also highlight his
programming skills and database experience.

* Additional aliases include: wolf_zhi, wolfjiao, jiaozhiq,
and jiaozhigiang

Domain: ibmupdate.com

Figure 15:

Domain Registrant

registration by wolfzhi

Wolfzhi. wolfzhi
beijingxxxdaxia
beijing
beijing, 100000
us

Tel. +86.2011111111

Creation Date:
Expiration Date:

Additional indicators of Chinese attribution include: the

reliance on malware used exclusively by Chinese espionage

operators, the use of Chinese-language strings, time zone
and operational time analysis, and targeting consistent
with Beijing's interests.

* The use of tools leveraged only by several other
Chinese operators such as HOMEUNIX and HIGHNOON

provides some indication that APT41 relies on the similar

resources and support as these other Chinese groups.

APT41 also leverages PHOTO (aka "Derusbi”) and SOGU

(aka "Destroy RAT" and "PlugX"), tools shared much

more widely among Chinese espionage groups. See the

section "Links to Other Known Chinese Operators” for
more details.

« An APT41 HIGHNOON sample (MD5:
36711896cfeb67f599305b590f195aec) from 2012
contained a process debugging path (.pdb) with the
Chinese-language directory "DA\EE\/AKD,"” which
translates to "D:\Desktop\trojan.”

* Examples of domains registered under the wolf_zhi alias:

- ibmupdate.com
- linux-update.net

- win7update.net

* Posts in a forum provide some indication he is from

Beijing or Hebei, the surrounding Chinese province. This
is also consistent with information found in early domain
registrations created by Wolfzhi (Figure 15).

(wolf_zhi@yahoo.com)

2011-08-23 15:23:29
2011-08-23 15:23:29

* Compiled HTML (.chm) files used in targeting contained

a language code set to "Chinese (Simplified)" despite
the lure content being in the target region’s language
(English or otherwise).

Compile and operational times of APT41 activity
suggest the bulk of the group’s work hours, 10:00

and 23:00 (UTC +8), are consistent with the Chinese
workday, especially for tech sector employees on a "996
schedule.”

- Figure 4 shows a breakdown of all of the operational
activity within victim environments, separated
between gaming and espionage (non-gaming)
activity. Analysis of the times where APT41 modified
or accessed a file within a victim environment, shows
a concentration between 10:00 and 18:00 (UTC+8).

Targeting of healthcare, semiconductors, and telecoms
is consistent with Chinese state interests and parallels
activity from other Chinese espionage groups.



SPECIAL REPORT | DOUBLE DRAGON: APT41, A DUAL ESPIONAGE AND CYBER CRIME OPERATION 33

Status as Potential Contractors

We assess with moderate confidence that APT41 s
constituted of contractors tasked by the Chinese state

to conduct espionage operations. Individuals attributed
to the group have previously indicated that they

could be hired and advertised their skills and services.
APT41's use of the same malware in both financial- and
espionage-related operations could support their status
as contractors; state employees are less likely to use such
tools for personal financial gain over multiple years given
the potential for greater scrutiny or punishment.

* APT41 cyber crime activity includes the use of
espionage-only malware, indicating two possible
conclusions: either APT41 is operating outside of
state control but still working with other Chinese APT
malware actors, tools, and infrastructure on a part-
time or contractual basis, or APT41 is a full-time, state-
sponsored APT actor but is also working outside of
state control or direction for supplemental income.

- Tools used by APT41in financially motivated
operations include the use of HOMEUNIX and PHOTO,
which are non-public malware used only by other
Chinese espionage actors.

- A loose time separation between espionage and
cyber crime activities provides some indication that
the group divides its work hours between both types
of operations. For additional details, see Figure 4 and
the previous section "Financially Motivated Activity.”

- HSi¥hysiEATR

Figure 16:

* Public reports on Chinese hackers highlight that skilled
actors opt to work for private sector entities that have
government contracts because of better pay.

* Underground activity dating back to 2009 indicated
that Zhang Xuguang is a hacker for hire. Zhang
advertised on forums that he was available for
professional penetration and hacking services.

- Zhang listed his online hours from 4:00 p.m. - 6:00
a.m., which are similar to the operational times
observed at gaming targets displayed in Figure 4.

* He was also observed sharing an injection tool named
Ocean hysi G&iEhysiiEALER) to demonstrate his skills,
as displayed in Figure 16.

China has previously relied on contractors to bolster state
resources dedicated to cyber espionage activity. Increased
integration between government units and civilian entities,
including contractors and freelancers, is believed to be a
key feature of Chinese cyber policy.

* According to indictments unsealed by the U.S.
Department of Justice (USDOJ) in December 2018,
APTI10 was operated by contractors working for the
China's Ministry of State Security (MSS).

* Ina USDOJ indictment unsealed in November 2017,
individual contractors responsible for APT3 were found
to be working for an MSS front company.

o
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Ocean injection
tool posted by
Zhang.
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https://www.nytimes.com/2013/05/23/world/asia/in-china-hacking-has-widespread-acceptance.html
https://thediplomat.com/2018/03/chinas-cyber-militias
https://thediplomat.com/2018/03/chinas-cyber-militias
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Links to Other Known Chinese
Espionage Operators

APT41 uses many of the same tools and compromised * APT41 overlaps at least partially with public reporting
digital certificates that have been leveraged by other on groups including BARIUM (Microsoft) and Winnti
Chinese espionage operators. Initial reports about (Kaspersky, ESET, Clearsky). In some cases, the
HIGHNOON and its variants (reported publicly as primary observed similarity in the publicly reported
"Winnti") dating back to at least 2013 indicated the Winnti activity was the use of the same malware—
tool was exclusive to a single group, contributing to including HIGHNOON—across otherwise separate
significant conflation across multiple distinct espionage clusters of activity.

operations. .

Previous FireEye Threat Intelligence reporting on the
use of HIGHNOON and related activity was grouped
together under both GREF and Mana, although we
now understand this to be the work of several Chinese
cyber espionage groups that share tools and digital
certificates.

* APT41 reflects our current understanding of what was
previously reported as GREF, as well as additional
indicators and activity gathered during our extensive
review of our intelligence holdings.



https://www.microsoft.com/security/blog/2017/01/25/detecting-threat-actors-in-recent-german-industrial-attacks-with-windows-defender-atp/
https://securelist.com/winnti-more-than-just-a-game/37029/
https://www.welivesecurity.com/2019/03/11/gaming-industry-scope-attackers-asia/
https://www.clearskysec.com/winnti/

Certificate Overlap

A digital certificate issued by YNK
Japan that was publicly reported

as being used by Winnti has been
used by multiple Chinese espionage
operators, including APT17, and
APT20, and APT41.

A self-signed digital certificate
purporting to be from the Microsoft
Certificate Authority has been used
by both APT41 and APT40 to sign
samples of the PHOTO backdoor.

The overlaps in groups observed using

these certificates is illustrated in
Table 8.
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Issuer: CN=VeriSign Class 3 Code Signing 2009-2 CA

Subject: CN=YNK JAPAN Inc

Serial Number: 67:24:34:0d:db:c7:25:2f:7f:b7:14:b8:12:a5:c0:4d
Issue-Date: 11/27/09 , Expiration-Date: 11/27/11

Issuer: CN=Microsoft Certificate Authority

Subject: CN=Microsoft Certificate Authority

Serial Number: (Negative)77:62:e5:c6:c9:c2:75:59:b0:b8:f5:56:60:61:d8:78
Issue-Date: 12/31/2009